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Aims

1. To raise awareness of internet safety
Issues

2. To give practical tips on how to keep
children safe

3. To inform parents of the ICT curriculum at
Hacton

CE OP Child Exploitation and Online Protection Centre
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Our commitment

» As a school we are committed to a future
where e-learning and technology are
embedded in teaching and learning

» Ensuring that all children have skills and
knowledge to stay safe
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Roads are lethal

* Worldwide 1.2 million
kKilled on roads every
year

» 545 teenagers killed or
injured on roads just In
London during 2007

d

« Should we stop using
roads?

 Should we ban roads?

No... We educate
people to use them
safely

Child Exploitation and Online Protection Centre
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Who looks after us online

CEOP

CEOP Child Exploitation and Online Protection Centre
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« Child Exploitation and Online Protection Centre

What does CEOP do?

CEOP work in partnership to protect children and young

people from sexual exploitation — from the e-world to the
real world

The corporate film can be seen on the following link
(www.ceop.gov.uk/mediacentre/video.asp)

CEOP Child Exploitation and Online Protection Centre
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Virtual Global Taskforce (VGT)

« 24 hour presence both online and offline

« CEOP, America, Canada, Australia, Interpol

 QOperation Chandler/ Hella VIRTUAL GLOBAL
g TASKFORCE
CEOP Child Exploitation and Online Protection Centre
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« 55% access the internet everyday

* 47% for an hour or more

* 21% liked IM/Chat the most

* 15% used gaming sites

* 11% used Social Networking sites

* 33% had access in their bedrooms

« 25% have met someone offline — one quarter of these
did not take anyone with them.

e of the three quarters who did 83% took a friend not a
trusted adulit.

Sources
CEOP Questionnaire Analysis 2007

CEOP Child Exploitation and Online Protection Centre
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Parents Children

Bridging the gap of knowledge around the internet

The Gulf of Internet
Knowledge

CEOP Child Exploitation and Online Protection Centre

Making every child matter ... everywhere



Purely for parents

P Py
£~

Where's Klaus?

Click here to watch the CEOP video

CEOP Child Exploitation and Online Protection Centre
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http://www.youtube.com/watch?v=-IOOn2wR8bU
http://www.youtube.com/watch?v=-IOOn2wR8bU
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Benefits of the internet

* Educational games and programmes
« Research information

« The opportunity to communicate with people from all around the
world

* The opportunity to share resources and ideas with people that have
the same interests

« Shopping around the world without leaving your computer

CEOP Child Exploitation and Online Protection Centre
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« Paedophiles use the internet to meet young people

Risks of using the internet

* People lying to others online
« Bullying using the internet (Cyberbulling)
« Seeing inappropriate images and material

* Viruses and pop ups

CEOP Child Exploitation and Online Protection Centre
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Mobile Technology

Mobile Phones

Internet via mobile phone technology

Chat rooms and social networking sites wherever and whenever

Bluetooth technology to share music files and photos with friends

Ringtones can be downloaded from the internet straight to phones

CEOP Child Exploitation and Online Protection Centre
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Mobile Technology

Wireless internet access
- Internet access wherever there is a wireless signal
- If security settings not set access is available to anyone in the vicinity

- Broadband allows faster and cheaper internet access

CEOP Child Exploitation and Online Protection Centre
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Portable Devices  =—=_

 Nintendo DSI/PSP
« Games consoles
* |IPod Touch

Devices that children often play alone,
without supervision

CEOP Child Exploitation and Online Protection Centre
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Educating your children to be safe

ICT CURRICULUM

CEOP Child Exploitation and Online Protection Centre
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Hello...

5,,, ¢ 8-10? 11- 167 Parent? ~ Teacher?

Carer? Trainer?

Welcome to the thinkuknow website

codunded by the European Union

© Copyrighe CEOP Onid Eaginitation and Ondne Protection Ceate Al rights reserved 2000
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Years 3-6

KEY STAGE 2

CEOP Child Exploitation and Online Protection Centre
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Year 5-6 Video

Click here to view the CEOP video

CEOP Child Exploitation and Online Protection Centre
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http://www.youtube.com/watch?v=_o8auwnJtqE
http://www.youtube.com/watch?v=_o8auwnJtqE

KS2 Teaching Resources

e Cybercafé
*Ages 7 - 11
* Cyber Cafe — a stand alone resource (A flash programme)

* An engaging virtual café that provides safety information on mobile
phones, IM, Email, Chat etc.

« Contains 7-9 lesson plans

« www.thinkuknow.co.uk/cyberbafe

.
. HAVE A LOOK AROUND THE

THINKUKNOW CYBER CAFE

CEOP Child Exploitation ar
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Year 1-2

KS1 RESOURCES

CEOP Child Exploitation and Online Protection Centre
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How can | have fun on
the computer?

You can use your computer for lots of fun things — especially if you have
the meret

One of the aexciting things you can do online Is to play gameas, one your
own or with people all over the world

Lots of people ke 1o make new friends on the internet. They can go on
sites where you can talk to people who like the same things

Int area you can find out what is cool on you nputer and also how
10 use i1 in a safe way

Rememberitolbelcarefulf:)

hinkubknow frlends Other thinkuknow shes
CEor W

Virual Global Teskdores n
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KS1 Teaching Resourc

+ Key Stage 1 (Ages 5 — 8) — Was developed with Net Safe, New
Zealand

« Stand alone resource
» Customised for a UK audience
* 5 interactive cartoons

» Supported by lesson plans

CEOP Child Exploitation and Online Protection Centre

Making every child matter ... everywhere



How you can help to keep your child safe

PARENTAL TIPS

Purely for parents
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Here are some common signs of grooming that you should be aware of. It
doesn’t mean that your child is being groomed, but signs to look out for if
you're worried:

Things to watch out for

« Excessive use of the computer
« Aggressive behaviour regarding internet usage
« Secretive behaviour

« Change in use of sexual language

CEOP Child Exploitation and Online Protection Centre
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Our Advice to Parents

* Know what your children are doing online
« Ask them to teach you to use any applications

« Keep the computer in a family room - this means you can keep more
control of what they do (i.e. Webcams)

CEOP Child Exploitation and Online Protection Centre
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Our Advice to Parents

« Help your children to understand that they should never give out personal
details to online friends - personal information includes:

— their messenger id
— email address
— mobile number and any pictures of themselves,

« If your child receives spam / junk email & texts, remind them never to believe

them. reply to them or use them.

CEOP Child Exploitation and Online Protection Centre
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Ratings for Games

 Pan European Game Information (PEGI)
IS a European video game content rating
system

» Established to help European parents
make informed decisions on buying
computer games with logos on games
boxes.

CEOP Child Exploitation and Online Protection Centre
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Age Restrictions
e 18 rating: This rating is suitable only for persons 18
years of age and older, and is similar to the ESRB's
Adults Only and Mature (high end) ratings and
BBFC's 15 or 18 rating. Graphic violence, strong
sexual content, explicit references to gambling, and
vulgar language (spoken and used in song lyrics)
are permitted.

 Facebook — accounts only for persons 13 years or
older

CEOP Child Exploitation and Online Protection Centre
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Age restrictions =

* Nearly a quarter of children 8-12 are evading the
age restrictions imposed by social networking
sites Facebook, Bebo and MySpace

* Results suggest more than 750,000 children are
illicitly using the sites - which are supposed to be
limited to teenagers and adults - potentially
exposing them to risky communications with
strangers.

CEOP Child Exploitation and Online Protection Centre
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Contact CEOP

Education@ceop.gov.uk

0870 000 33 44

CEOP Child Exploitation and Online Protection Centre
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Using the Internet at home

* There are easy practical steps you can
take to make using the internet safer and
for children

* None of these are substitutes for proper
supervision but they can help prevent the
display of inappropriate content

CEOP Child Exploitation and Online Protection Centre
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Using the Internet at home

 Make sure your computer has up to date
Antivirus / Antispyware — some malicious
software can steal data or display inappropriate
Images on your computer

« Consider using an Adblock plug in to prevent
iInappropriate adverts that may display on some
sites. You may need to switch to another
browser such as Firefox or Chrome

CEOP Child Exploitation and Online Protection Centre
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Using the Internet at home

* Google and YouTube both have simple
tools to help parents prevent the display of
inappropriate content

» Google Strict Safesearch

* YouTube Safety Mode

CEOP Child Exploitation and Online Protection Centre
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http://www.youtube.com/watch?v=Q4s-uo1CoUw
http://www.youtube.com/watch?v=gkI3e0P3S5E
http://www.youtube.com/watch?v=gkI3e0P3S5E

d
Using the Internet at home
* |f you wish to take much greater control of
your child’'s computer use you will need to
set up a separate logon and use the

Parental Control options available In
Windows or Mac

CEOP Child Exploitation and Online Protection Centre
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Using the Internet at home

 Parental Controls in

Windows are basic but .
can be improved by -
downloading the free 1

Windows Live Family
Safety add on

CE OP Child Exploitation and Online Protection Centre
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Using the Internet at home

e Useful Parental TS e q
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Controls are built into  “ B

Apple Macs —
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Using the Internet at home

 Useful Parental

Controls are built into

Apple Macs
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Using the Internet at home

« Parental Control .
. Disable Restrictions
options are also
available on Internet —p

enabled devices @) voutue

devices like the iPod B Tunes —
Touch. (&) Installing Apps
@ Camera e
| % Location P .
Allowed Content:
CEOP Child Exploitation and Online Protection Centre
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Using the Internet at home

* No Parental Control or search option will
be 100% accurate.

* There is no substitute for supervision and
talking to your child.

» Let’s not forget that the Internet is a great
source of education and fun for children.

CEOP Child Exploitation and Online Protection Centre
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Thank you for listening

ANY QUESTIONS?

CEOP Child Exploitation and Online Protection Centre
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